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(I The VHDL implementation of hash function Luffa, and its optimization for FPGA)

Abstract

Hash function is a procedure that converts variable-sized data to a fixed-length value. Hash functions are
widely used for digital signature, check-sum, and timestamps. In 2007, National Institute of Standards and
Technology opened a public competition for new cryptographic hash algorithm SHA-3. On September 2010,
the second round of the competition is completed, and 14 candidates are remaining. In this study, a
function called Luffa was implemented in VHDL, which was optimized for Xilinx FPGA.

First of all, the reference VHDL design was implemented as a literal translation of the reference C code
provided by the authors of Luffa. Then the optimized C code by the authors of Luffa was also implemented
in VHDL. This implementation resulted in 1% reduction of frequency and 7% reduction of area.

Further optimization was attempted using Xilinx Unified Library, which is a collection of design elements
optimized for Xilinx FPGA devices. By the optimization of Message Injection module, 10% reduction of
frequency and 8% reduction of area were achieved. Optimization of Sub Crumb module achieved 38%
increase of frequency and 1% increase of area. Optimization of Mix Word module achieved 30% increase of
frequency and 10% reduction of area. Optimization of Constant Generator module achieved 8% reduction
of frequency and 11% reduction of area. Though the combinations of these optimizations were also
examined, it did not lead to further improvements.
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