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(Pipeline implementation and performance evaluation of the secure hash function SHA-3)

Abstract

In November 2007, NIST announced that they began a competition to select a new cryptographic hash
function SHA-3. In October 2012, Keccak was selected as SHA-3. Pipelined implementation has been
proposed to cope with multiple small messages efficiently.

This paper presents a pipelined implementation of SHA-3 with the performance evaluation results.
The evaluation criterion in this work is “Throughput / Area”. First, the pipeline was optimized to achieve
high frequency. Secondly, the calculation of round constants were retimed for higher operational
frequency. Thirdly, DSP units of FPGAs were adopted for both high frequency and area reduction. The
improved circuit achieved 102.4 [%] improvement of “Throughput / Area” over the reference circuit, while a
precedent study reported 51.7 [%] improvement.
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