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(Evaluation of instruction memory encryption for anti-tampering)

Abstract

In recent embedded systems, tamper resistance is important. Memory encryption techniques such as
XOM may be used, while they require more hardware than simple techniques such as the diversification of
instruction set. The performance overhead of memory encryption tends to be large, considering the
resource and performance requirements in embedded systems.

This study examines the instruction memory decryption for tamper resistance. The contents of
Instruction memory are encrypted beforehand. AES was adopted for encryption and decryption. The target
processor is Plasma. A buffer is added between Plasma and an AES decryption circuit to resolve the
difference of the bit width. According to the evaluation results, the hardware amount was increased by 92
[%], while the performance was reduced by 19 [%].
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