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Abstract

Secure processor provides advanced security such as data encryption to prevent information leakage. Gol-
dreich proposed Oblivious RAM (ORAM) that hides memory access pattern by dummy requests and data
relocation. Path ORAM was recently proposed by Stefanov et al. as a lightweight ORAM protocol. To
reduce the bandwidth overhead of Path ORAM, Fujieda et al proposed two methods called Reuse and Delay
to remove the redundancy of Path ORAM , while they were only confirmed as effective by simulation. The
purpose of this study is to implement these methods in hardware to verify their effectiveness. Evaluation
measures are the number of LUTs and Flip Flops, along with the maximum operating frequency. According
to evaluation results of Reuse, LUTs increased by 46%, Flip Flops increased by 21%. In Delay, LUTs in-
creased by 25%, Flip Flops increased by 14%.The maximum frequency decreased by 2%. In the evaluation
of bandwidth, about 12% of reduction was shown in read requests of the Reuse and both read and write
requests of the Delay.
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