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(I Preliminary design of metastability-based TRNG with DCMs and LUT latches )

Abstract

A True Random Number Generator (TRNG) is essential for many security applications that depend on
random numbers. Hata and Ichikawa (2008) implemented a TRNG using the metastability of RS latch.
Johnson et al. (2017) proposed another TRNG utilizing the jitter with Digital Clock Managers (DCMs).
The purpose of this research is to implement a new TRNG, which uses a pair of RS latches. R and S inputs
of the both latches are connected to respective DCMs with slightly different clock frequencies. Timing
difference in outputs of the latches is used as a source of randomness caused by metastability and jitter.

When the TRNGs were implemented in a Xilinx Virtex-5 FPGA, the proposed TRNG was 30% smaller
in the number of slices than that proposed by Hata and Ichikawa. However, the generated random numbers
passed only 173 items, out of 240, in the DIEHARD test. The removal of periodicity is left as future work.
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