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= Preliminary evaluation of logic circuit obfuscation with oLLVM and LegUp )

Abstract

Obfuscation of logic circuits requires development of an obfuscation tool that is devoted to specific plat-
forms and obfuscation methods. Matsuoka proposed to use oLLVM, a general-purpose software obfuscator,
for logic circuit obfuscation by using high-level synthesis. In Matsuoka’s method, LLVM IR obfuscated by
oLLVM is converted to a C source code via CBE, and then Vivado HLS is used to generate the obfuscated
hardware. On the other hand, LegUp is a LLVM-based high-level synthesis tool that can directly process
IR generated by oLLVM, which could potentially solve the problems of Matsuoka’s method. In this paper,
Matsuoka’s method is more accurately examined by logic synthesis and simulation of obfuscated circuits.
LegUp is evaluated in the same way for the use in logic circuit obfuscation. It has shown that LegUp gen-
erates less efficient circuits than Vivado HLS, while LegUp alone can produce correctly working circuits for
all combinations of programs and obfuscation methods that were evaluated.
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