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(€ Examination of URNG using Count-register in MIPS processor )

Abstract

Unpredictable Random Number Generators (URNG) use internal state of a computer to generate
random numbers. Marton et al. proposed a URNG which utilizes performance counter as an entropy source
in Intel processor. Juna investigated the URNG with RISC-V processor for embedded device. The purpose
of this study is to implement a URNG in MIPS processor which has been provided as open source. An
entropy source of this URNG was the Count-register. When the Count-register values are simply harvested,
the derived sequence passed only 1 test out of 18 for DIEHARD test. To improve randomness, the Count-
register value were post-processed with MD5 and SHAS3. After the post-process, the derived sequence
passed almost all test when the lower 32 bits of Count-register value were used.
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