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(# Design Guidelines for Random Number Generation Methods using the Built-in LFSR )

Abstract

This study investigates a low-cost and high-performance URNG (Unpredictable Random Number
Generator), which was proposed by Masaoka et al. (2020). This study examines various design parameters,
and shows a design guideline to derive high-quality random numbers.

The proposed guideline includes four requirements. First, LFSR bit length should be longer than or equal
to 48. Second, four LFSR taps are enough. Third, the tap positions of LFSR should be balanced. And fourth,
the sampling interval should be longer than or equal to 32-cycle.

Further verifications are desired, particularly using NIST 800-22 randomness test.
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